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Abstract— Clock synchronization is a critical challenge in disconnects and link failures. Our interest is in synchzation
wireless sensor networks. Noisy measurements of relativeffset  of a wireless network in such an environment.
and.skaN between pairs of nodescan be obtained by an exchange We assume PHY layer time-stamping of packets as in the
of time-stamped packets. The problem then can be cast as a . . .
linear estimation problem, and many distributed algorithms have 1588 Stand.ard, at the transmitter a_nd at the receiver. Bt
been proposed recently. These algorithms are iterative, iolving  Of the relative offset between a pair of nodesndv can be
exchange of estimates with 1-hop neighbors. These message e obtained by exchanging time-stamped packets. Algorittons f
changes could be time-stamped to yield additional measureents  doing this are described in detail in [4], [5], [1], [6, Ch..2]

of clock offsets and skews. We propose a distributed algohim 1, harticylar, when the skew is zero, a noisy measurement of
to fuse the new measurements with the current estimates. We ’ '

show that the estimates produced by the proposed protocol the relative offset/3, — ,, can be obtained as
converge in mean square to the true parameter values. More _
nu,v - ﬁu - ﬁv + Eu,va (1)

importantly, the error variance of the estimates even aftera
small number. of iterations are far lower than what the earlier wheres, , is a zero-mean measurement error. Similarly, noisy
protocols achieved upon convergence. The performance of ¢h fi fyth ir sk Iso be obtained. U taki
algorithm is illustrated via simulations. Simulations als indicate ra 'OS_ of their skewsq/a, can also be obtained. Upon taking
that the algorithm is robust to intermittent link and node failures. logarithm, we get

gu,'u = 10g(Oé) - log(av) + 5;7711 (2)
where¢, ,, is the logarithm of the measured ratio of clock
skews, and;, , is a zero-mean error. The details of obtaining

such measurements are explained in [1] [6, Chapter 2].
Equations (1) and (2) are special cases of

I. INTRODUCTION

Accurate time or clock synchronization is critical in ajmaki
tions such as range finding for target tracking and locatinat
intrusion detection, time correlation of telemetry datnsor
fusion, slot assignment in TDMA, duty cycling protocolsdan Cup = Ty — Ty + €y v, 3)
so on. Consequently, there has been a large amount of researc

o : ere is a noisy measurement of the “relative difference”
on synchronization of wireless sensor networks; see [1] al (lj] G Y

ferences e, or a suey of chalenges, appoaio, 1% e LA YaTebos 10 s B8
and protocols. At a given “global” timg the local clock time ; '

at nodeu can be approximately written as = aut + fu, ?ttentlor tt_o the problem oftestlfn:stmtg scalg?r-\llzalucig \mei{ f
where« is the skew and  the offset [2]. In a network, time rom relative measurements of the type (3). For the sake o

synchronization consists of estimating the skews and Bﬁsgoncret_?ness, welwnl ffr;quentl;kl)lrefer:'o offset etitlmmzl
of all the nodes relative to a global reference. In practicg, Speclic: example ot this problem. However, the probiem

these parameters drift slowly with time, and clocks must bceotr_l&d?redfhere |s|alt§o relev_?nt o appllcat|0nstsu;h atidoc
periodically synchronized. estimation from relative position measurements [7].

In a typical sensor network, only a handful of nodes may Given a set of relative measurements of the form in (3), we
have access to GPS (recall that GPS performance indosggek to obtain estimates of the node variahigsOne could
is problematic, and GPS is easily jammed). In principl&onsider sending th¢, ., measurements to a fusion center for
a designated source node can send time-stamped messggesestimation of thex,’s. It is rare to have a star topology
which are received with some delay at secondary nodes. Thesgere nodes are within one hop of a fusion center. Typically,
is a fixed delay due to propagation; but in addition, one mugfese data would have to be transmitted on a multi-hop route.
also cope with delay jitter, and randomness due to issuBitributed schemes have been proposed to cope with failure
related to the MAC and internal processors. These in turn cahthe fusion center, as well as intermittent loss of nodeas an
cause asymmetric delays. Time-stamping at the PHY lay#nks. Given an initial set of relative measurements, saver
as in the IEEE 1588 Precise Time Protocol (PTP) [3] cdterative algorithms have been proposed in [5], [8], [90]1
eliminate some of these variabilities. The 1588 standasi Ha]: At every iteration, a node receives the current estasat
the notion of a master node, of a hierarchy to distribute PTd? its neighbors which are used to update its own estimate.
messages, and also the concept of (possibly) multiple nodkof these algorithms are essentially variants of the Baco
with high-quality clocks (the so-called boundary and tgars  algorithm for solving a linear system of equations [11].
ent clocks). But the 1588 standard does not readily addness t These algorithms have several beneficial properties; if no
synchronization problem in an ad hoc network. Duty-cyclingrrors are introduced in the message exchanges during the
and RF propagation conditions can cause intermittent nodkerations, these algorithms converge to the best linear un

o ) ) biased estimates that are possible with the initially gatthe
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During the iterative process, one could time stamp the Notation
packets used to communicate estimates; these potentraly p | ot g — (v, %) denote a directed graph, with o, =
vide new measurements of relative offsets. How should ONg| nodes andm = |Z| edges. The node-edgecidence
incorporate these new measurements? How do they affect CRarix A is a ny,0; x m matrix with entries0, 1 and —1
vergence rate? How do they affect the final variance? Sengkined asA(u,e) = ay., wherea, . = 0 if edgee is not
networks are typically _energy—co_nstrained; thus incr@ﬂhe_ incident on nodeu; a, . = +11 if edgee is directed away
rate of convergence, i.e., reducing the number of iteratioom nodeuw anda, . = —1 if edgee is directed towards node
can prolong network lifetime. It is reasonable to assume tha The basis incidence matrix Aj is then x m sub-matrix of
the measurement errors,, in (3) are uncorrelated from 4 that is obtained by removing the rows corresponding to
measurement to measurement. If all the data could be sg reference nodes. The sub-matrixfonsisting of those
to a fusion center, one would obviously use a recursivedeaghys of A that correspond to the reference nodes is termed
squares algorithm. The challenge here is that a node RRg reference incidence matrix A,. Consider theweighted
access to neither all of the new measurements, nor the ¢urigRph specified by the couplég, w) whereg is a graph and
estimates of all of the nodes. o ~w:¥ x v — R is a weight function that assigns positive

The problem formulation is stated precisely in Section Hweights to those node pairs that have an edge(atwithose
Our proposed distributed algorithm to incorporate the neiat don't. Specificallyw, , > 0 for every pairu,v € ¥,
measurements is discussed in Section Ill. This algorithm ad w,, , = w,, > 0 if and only if (u,v) € . If there
also motivated by the Jacobi algorithm; it updates a nodge, edges, there are exactly positive weights, which are
estimate as a weighted average of the current estimates ofgiénoted byws, . . ., w,,. The matrixL, := AW AT, where
neighbors’ states, the newly available relative measunégsne 17 — diag(wy, ..., wy,), is called theDirichlet Laplacian
and its old estimate. In Section IV, we show that under fairbyatrix of the weighted grapHG,w). The diagonal matrix
mild assumptions, the resulting estimates are unbiasedat e )/ constructed from the diagonal entries bf is the basis
iteration and that they converge in the mean square seRggghted degree matrix and N := M — L, is a sub-matrix

(as the number of iterations increases) to the true parameie the (weighted) adjacency matrix. Explicitip/ (u, u) =
values. Simulation results in Section V will verify that far >, W, @nd N(u,u) = 0,N(u,v) = wy, for u,v =

fixed number of iterations, the error variances of the predos] . 5. If a node pair(u,v) is connected by an edge
estimator are orders of magnitude smaller than those pestiugye will find it useful to denoter, by Tev, ANdxy DY 20,
by the earlier protocols in [5], [8], [10], [4]. We will alsces

that the proposed algorithm is robust to link and node fe8ur g the Jacobi algorithm

We noted earlier that many of the iterative algorithms are
Il. PROBLEM STATEMENT special cases of thdacobi algorithm described in [8]. In this
algorithm, a node obtains estimates from its one-hop neighb
and then updates its own estimate. Witf}) denoting node
u’s estimate ofz, at thei" iteration, the algorithm can be

For the sake of clarity, we will consider only the scalar effs
estimation problem. We refer to the unknown offsets, as
the node variables. The network has a total af;,.,; nodes

: . . written as
which we associate with the nodes= {1,2,...,n.a} Of 2 1 -1 1
directedmeasurement graph G = (7, £). The measurements,  2() = ( Z T) ZT (o@Sf*” + Cuv) ., 4
Cu,v correspond to the edges, where each edge consists of ven, Jwv veN, v

an ordered paifu, v) such that a noisy relative measuremer%hereNu denotes the (one-hop) neighborswgfo? . is the

. . u,v
of the form (3) is available. variance of the measurement ereqr,. The Jacobi algorithm

It is clear that the problem is under-determined (the set BRS @ simple interpretation. A node’s initial naive estienist
equations in (3) has rank.,..; — 1). Hence, one of the offsets {0 average is. relatlye offset with a_1|| of its one-hop nelgh!bo
must be known: equivalently, offsets are estimated redativ It u_pdateg this estimate by a vv_eughted sum of the estimates
some specific node. Such a node could be a cluster-headbiits neighbors at each iteration. The algorithm can also
have access to GPS or some other accurate time sourcd8tinterpreted as a maximal ratio combiner. For simplicity
is possible that several nodes in the network have accesdV® have assumed that the measurement error variances are
GPS; the corresponding node variables are all 2elte will independent of the iteration; but this is easily relaxed.
refer to these known node variables r&ference variables;
we assume that there arereference nodes, and henge= C. Beyond the Jacobi algorithm
Ntotar — T UNKNOWN Node variables. Without loss of generality, At each iteration, a message exchange takes place between
we number the unknown node variable &s.,n, and the one-hop neighbors; in this process, neighboring nadasdv
reference variables as+ 1,...,n + r; we denote the vertex could obtain a new measurement of the relative off§&t We
set of the reference variables byy,. We will assume that argued earlier that such measurements are uncorrelatessacr
communication is symmetric, i.e., if can receive messageshe indexi. Thus at the end of iterationy a nodeu has\,,

from v, v can also receive messages fram additional measurements of the form,
(1) — _ (7)
1we assume that the reference nodes are mutually consistent. <u.,v =Ty = Ty + €ulvr Vv € NU7 (5)



The measurement erroréf% are uncorrelated at different The scalag and the weights., e € £ are design variables.

index values, i.e.E[e%e)] = 0 if i # j. Under the In the Jacobi algorithm (4), the weight. on an edge: is
assumption of symmetric communications, every node/N,  set equal to the inverse of the variance of the measurement
also has a new measuremegif), = —¢{”). Letm = || erroro? associated with that edge. In the proposed algorithm,

be the number of edges if; then at each iteration we havea similar rule can be followed by the nodes. Specifically, the
m additional offset measurements. We will use symbol variance of the filtered measurementi) at iterationi is +o2,
to denote an edge as well as the index of that edge, i@ssuming the errorée. (i)}, on the edge: are wide sense
e = (u,v) € £ as well ase = 1,...,m. We assume that the stationary with variance?. In that case, a node can set weight
measurement errors are uncorrelaiie’ /)] = 0 if ¢ # e, we Of an edgee incident on it asw, = ijo?. Due to the form
for all i andj. and that the variancé2)(® = E[(eg))Q] is of (9),_th|s is equivalent to setting. = 1/02, just as in the
known for every edge < £, Jacobi algorithm.

The problem considered in this paper is to obtain a

: ; . - . K nchronous implementation
estimates”, by linearly combining the sequence of its own Asy P

past estimates, the sequences of the estimates of its gne-ho! N description above assumes that every node shares the
neighbors, and the sequence of relative measurementsietitaP@me iteration counter, thereby making the algorithm syn-
from its one-hop neighbors. We assume that there is a finflBronous. In practice, an asynchronous iteration is pabfer
memory constraint so that all these sequences cannot leel stofhere nodes do not have to share the same iteration counter bu
We recall the assumptions of uncorrelated measuremenser@@n incorporate new estimates arriving from different heig

and bidirectional communications. bors in different times without any regard to their arrivaies.
The most important benefit of an asynchronous operation is
I1l. ALGORITHM DESCRIPTION that random communication faults can be tolerated.

1) Recursive Jacobi Algorithm (RJU): The basic ideais to 10 implement the algorithm in an asynchronous mode,
combine all available relative measurements and average thft ime out” period can be introduced so that every node
to obtain a single (reduced variance) relative measuremeff@its for this time to receive messages from its neighbors.
We can then use the previously discussed Jacobi algorithmiftgnessages from a neighbor are not received within the
update estimates. Thus, the nodes compute the time-averdfjg-out period, the most resent estimate received frorh tha

of the relative measurements neighbor is used in the updates. Note that when no messages
i are received from a neighbor within a time-out period, no
Cun(i) = l Z Cao () (6) additional measurements are gathered, either. Therefoeey
' v nodeu keeps track of the number of measurements pf x,,

e gathered until the current time, which determines the vaga

dthe averaged measuremefit, (i) gathered byw until
teration counteri, though the countef is local to: in the
asynchronous case. Accordingly, the nodes also have t@ehan
D) = 2D+ &,.0) Vo € N (u) (7) the weightsw,’s at every iteration as a function of the number
of measurements gathered on that edge till that iteration.

which is a zero mean measurementQf— x,, with varianc
%ag. Note that nodes only need to store the previous avera
measuremeng,, , (i — 1). Now define

which is an estimate of, that is obtained by combining
the averaged measuremegr&t)v computed at time with the
current estimate of,,.

The following recursive scheme to combine all these esti- We analyze the algorithm proposed in the previous section.

IV. ANALYSIS OF THE ALGORITHM

mates is proposed: We compactly express the update law (9) for the vector of
, . 1 - all node estimatess® = [2{" ... 2|7, The temporal
&) = (1- g2~ + Pit- > wupdV(v),  (8) evolution of this estimate is expressed by
U veEN, . . _
where,0 < 3; < 1, w, is a positive weight associated with X(i) = Jx(i - 1)+ BE(i — 1) (10)
the edgee andd, = ) ., w. is the weighted degree of where
nodeu. The weightsw,, ,, are design variables. Note that two J—1—3M-'L,, B(i) = BMLA,W, (1)

neighborsy andv must use the same weights, , = w, ,,. It - . ‘ . _
should be understood that when one of the neighboring nodes £(i) := 5(1) — ATx,, 5(” = [dz), . ,§§,§>]T,
of uls a’refere_nce nod_e, the reference.value IS.U.SEd fpr tgr?d M, N, A, and A, are the basis degree, basis adjacency,
neighbor’s previous estimate. Note that in the originalbbac o S .

. 9 basis incidence, and reference incidence matrices for the
algorithmw, corresponds td /o?. . . T
We can also write equation€(8) in terms of the incidenc"é’elghted graph(g, w), while X, = [Zn41,. - Tngoru]

IS the vector of reference variables. (See Section II-A for

marix as 5 definitions.)
~(1) _ (1 _ gya(-1) 4 Pi 5 (i=1) i—1) ) . _
20 = (1- e + d., Zwe (xe\u + a1y, £ ) We state our main result next (proof is given in the Ap-
ecz pendix)

(9 Theorem 1: Consider the recursive algorithm (8) carried out by
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Fig. 1. The measurement graph for the 25 node simulationcédhimuni-

cations are bidirectional. Fig. 3. Five sample runs of the estimates at node 13 (upplet mnd corner

node in Figure 1) as a function of time, with= 0.9. The solid line shows
2 the true value of node 13's time offset with respect to thenaice.

nodes with respect to the reference node are fixed arbytraril
and the algorithm described in Section Il is simulated in
MATLAB in a synchronous manner, i.e., all nodes shared a
common iteration counter. The “flagged initialization” sofe
described in [9] was used for initializing the estimates.eDu
to lack of space, we do not describe this scheme, but merely
note that it is a method of providing good initial estimates
to the nodes without requiring additional communication or
computation, and refer the interested reader to [7], [9] for
details. Simulations are done with a wide sense stationary,

0™ ‘ : ‘ Gaussian distributed, measurement error sequence with zer
10° 10* 10° 10° 10* ' o/ 9
i mean and variance: (i) = o5 = 1 for everye € £ and every
i=1,.... The edge weights, are chosen as the inverse of

Fig. 2. The trace of the estimation error covariance ma#{x) as a function the measurement error variancedofas it is done in the Jacobi
of the iteration countet for the network shown in Figure 1. The covariance,

P(i) is computed from the recursive relationship (12), withiahicondition algorithm [7])
chosen as the identity matrix. Time evolution of the varenor two values Figure 3 shows five distinct sample runs of the estimate
of 3 are shown. . . .

of one of the nodes in the network shown in Figure 1 (node
#13). Each sample run is obtained by running the algorithm
with a distinct sequence of pseudo-random numbers gexerate
in MATLAB. The convergence of the estimates in each run to
the true value is visible in the plot.

the nodes of a connected graghin a synchronous manner.
The estimatex(¢) is unbiased at every iteratiofy as long
as the initial conditionx(0) is an unbiased estimate af If N .
the measurement errorsi) are wide sense stationary with Next, we empirically evaluate the error covariances from
E[e®e@)T] = §(i — j)Ry, the estimatex(i) converges to the Mo_nte-CarIo §|mulat|ons. Figure 4 shows the empirically
true valuex in the mean square sense. . estimated variance of node 13 (see Figure 1 for the node’s
location). It also shows the minimum variance that can be
achieved by the centralized optimal estimator. We see that
the asymptotic variance of the proposed proposed distribut
Figure 1 shows a measurement graph consisting @6 a estimators is quite close to the best possible, i.e., thahef
node network. There is one reference nodepab). Figure 2 centralized estimator. In addition, the figure shows théavae
shows the sum of the variances of the offset estimation ®rr@hat can be obtained by the Jacobi algorithm in [8] (and its
(for the network shown in 1) as a function of the iteratioRariants described in [5], [9], [10], [4]) upon convergence
index:. This sum is computed from the trace of the covariangge see from Figure 4 that the error varianeg(i) of the
matrix P(i), where P(i) is evaluated from the recursiveproposed estimator becomes, within a few iterations, much
relation (12). This plot provides numerical evidence ingup - smaller than the limiting variance that the Jacobi algonittan
of theorem 1. achieve with a single set of measurements. We conclude that
In conducting simulations, skew rates of all the clocks asdgnificant improvement in accuracy is possible by emplgyin
set atl for the sake of simplicity. Time offsets for th&4 the proposed method.

V. NUMERICAL INVESTIGATION
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Fig. 4. The temporal evolution of the variance of the estioma@at node
#13 (shown in Figure 1). The legend “empirical” refers to #mapirically
estimated error variance of the node’s estimates obtaiyethd proposed
algorithm, with3 = 0.3. The estimates were averaged ove6 sample runs.
"Jacobi” refers to the steady-state variance the estimpteduced by the
Jacobi algorithm in [8] and its variants in [5], [10]
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Fig. 5. Five sample runs of the estimates at node 13 (uppét hgnd
corner node in Figure 1) as a function of time in the preserfcearmdom
communication faults (probability of failure .3), with 8 = 0.9. The solid
line shows the true value of node 13's time offset with respethe reference.
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Fig. 6. Evolution of node 13's estimation error variancehwiatndom com-
munication faults. At every iteration, every communicatfails independently
of all other edges, with a probability &.3. The legend “empirical” refers to
the empirically estimated (fronhi00 sample runs) error variance of the node’s
estimates produced by the proposed algorithm. "Jacobérseb the variance
the estimates produced by the Jacobi algorithm in [8] andat&nts in [5],
[10] achieve upon convergence without communication $ault

VI. SUMMARY

We proposed a distributed algorithm to estimate clock
offsets and skews in wireless sensor networks for accuinaée t
synchronization. It takes advantage of noisy measurements
of the difference between time offsets (or skews) that can
be obtained while exchanging messages between neighboring
pairs of nodes. We showed that the estimator is unbiased
and converges in mean-square. Numerical simulations show
the proposed algorithm produces estimates with much lower
variance within a few iterations than algorithms proposed
in [5], [8], [9], [10], [4].

There are several aspects of the algorithm that needs
further study. We proved that the estimates converges in
the mean square sense when there are no communication
faults. Although the algorithm seems to perform well (error
variance decays monotonically) in simulations, its cogeace
property in the presence of random node and link failures,
and asynchronous mode of operation, remains to be exam-
ined. In addition, our analysis assumed that communication
among node pairs is symmetric. In wireless communication,
asymmetric communication — such thatcan send data to
but cannot receive from — is quite possible. The behavior

Next, we consider the scenario when communication bef the proposed algorithm to such asymmetry needs to be
tween two arbitrary nodes andwv (that have an edge betweerstudied, which can perhaps be done along the lines of our
them) fails with a probabilityp, independent of all other earlier work [12].
node pairs. Figure 5 shows five sample runs of node #13's
estimate when the simulation is done in an asynchronous REFERENCES
manner in the presence of random communication failures,
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applying Proposition VI we see thatJ) = p(M~'N) < 1,
which proves the proposition. QED

Proof of Theorem 1: The statement about unbiasedness
of the resulting estimates follows immediately upon taking
expectation of both sides of (10). The covariance of theestat
estimation error at iteration is P(i) E[(x — x®)(x —
%x()T]. The iteration (10) is a discrete time LTI system driven
by white noise whose covariance decreases linearly with.tim
It follows from straightforward calculation that, as long a
the measurement noise procegs?,i = 1,...} is white
with E[e®eT] = §(i — j) Ry, the covarianceP(i) evolves
according to:

1

P(i)=JP(i—1)J" + BR,B", R;=-Ry (12)
7

with initial condition P(0) := E[(x — x©)(x — x()7].

Definep;, := wec(P(i)), wherevec(A) of a matrix A
is the tall column vector obtained by stacking all columns
of the matrix vertically. Similarly, define-; vec(R(7)).

Using thewvec(:) operation, the estimation error covariance

ical Sciences. Computer Science and Applied Mathematics. Academiglynamics (12) can be written as

Press, 1979.
W.-K. Chen. Applied Graph Theory.
Company, 1971.

[14] North Holland Publishing

APPENDIX

pi=(J®J)pi-1 + (B® B)ri_1,

where® denotes the Kronecker product. Defifie := J ®
J,G := B®B,andy = elp, wheree, =[0...1...0]is
an unit vector with all zeros and a singleat thex!" location.

We state a result that will be useful in proving Theorem Now consider the discrete time linear time invariant system

Proposition 1: For a connected undirected graghand.J
defined by (11), we have

p(J) <1,

wherep(-) denotes the spectral radius.

We will need the following terminology. For a matriA,
we write A = ()0 to mean thatd is entry-wise non-negative
(positive). For a vectog, we writez = 0 to meanz is entry-
wise non-negative, and > 0 to meanz is entry-wise non-

Pi+1 = I'pi + Gry,
Yi = 651)1'

whose output is the variance of nodés estimation error,
and is driven by an input sequen¢e;}. SinceF' = J ® J,
p(F) = p(J)?%, and thereforep(F) < 1 by Proposition 1.
Since the matrixt” has all eigenvalues strictly inside the unit
circle, the linear time invariant system (13) has a firfitg,
norm from the inputr to outputy, which implies that there

(13)

negative and at least one entry is positive. We will need ﬂé?(ists a positive constant< oo such that

following result to prove Proposition 1:

Proposition 2 [Theorem (5.2), pp. 181 of [13]] Let = X -Y
with Z and X non-singular, and suppos€~'Y = 0. Then
p(X~1Z) < 1if and only if Z=1Y = 0, in which case,

1

R E VS

0.

llyll L2
v Irlle ~

)

where||y||L2 = >, |y;|* is the Ly-norm of the signay;}52,

and the supremum is evaluated over all input sequences of
finite Lo-norm. The sequence; is square-summable, since
7 %Uec(Ro), which follows immediately from (6). The
above implies that the sequengg) is square-summable too,

thereforey(i) — 0 asi — oo. However,y(i) = E[(z, —

Proof of Proposition 1: It is straightforward to see thati,(i))?] is the variance of the estimation errorin (). This
by construction,L;1 ~ 0, where 1 is the vector of all proves thatt, (i) — z, in m.s. The same argument can be
I's with appropriate dimension (all entries of the vectofrepeated for every node by choosiggappropriately. This
Ly1 are zero except those corresponding to those nodweves the theorem. QED
that have edges connecting them to at least one reference).
L, = M — N = A,WA] is positive definite since
W = WT > 0 and A4; is full column rank for a connected
graph [14]. From [13, condition {3, pp. 135], we get thak,
is a non-singulai/-matrix, which also ensures thag ' = 0
and thereforeL;lN = 0 [13, condition Ng, pp. 137]. Now



